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China Local/Global

China has become a global power, but there is too little debate about how this has happened and
what it means. Many argue that China exports its developmental model and imposes it on other
countries. But Chinese players also extend their influence by working through local actors and

institutions while adapting and assimilating local and traditional forms, norms, and practices.

With a generous multiyear grant from the Ford Foundation, Carnegie has launched an innovative
body of research on Chinese engagement strategies in seven regions of the world—Africa, Central
Asia, Latin America, the Middle East and North Africa, the Pacific, South Asia, and Southeast Asia.
Through a mix of research and strategic convening, this project explores these complex dynamics,
including the ways Chinese firms are adapting to local labor laws in Latin America, Chinese banks
and funds are exploring traditional Islamic financial and credit products in Southeast Asia and the
Middle East, and Chinese actors are helping local workers upgrade their skills in Central Asia. These
adaptive Chinese strategies that accommodate and work within local realities are mostly ignored by

Western policymakers in particular.

Ultimately, the project aims to significantly broaden understanding and debate about China’s role in
the world and to generate innovative policy ideas. These could enable local players to better channel
Chinese energies to support their societies and economies; provide lessons for Western engagement
around the world, especially in developing countries; help China’s own policy community learn from

the diversity of Chinese experience; and potentially reduce frictions.

Evan A. Feigenbaum
Vice President for Studies, Carnegie Endowment for International Peace
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Summary

On average, Indonesians distrust China and many Chinese firms. Yet Huawei and to a lesser extent
ZTE have successfully positioned themselves as trusted cybersecurity providers to the Indonesian
government and the Indonesian nation. This has been no easy feat given long-held Indonesian
animosity toward China. Many Chinese companies have faced protests over concerns they were
taking local jobs. Huawei and ZTE have suffered no such fate. Nor has there been a broad coalition
of Indonesian voices against using Chinese technology in critical telecommunications infrastructure.
In short, Indonesians care a lot more about Chinese cement plants than they do about Huawei

involvement in 5G networks.

This is a vastly different conversation to those happening in rich liberal democracies. Huawei and
ZTE have been able to achieve success in Indonesia, despite a sense of ambivalence among the
Indonesian political and defense establishment about Chinese intentions and growing Western

scrutiny over the use of Chinese technology in broadband networks.

As other papers in this series have demonstrated, Huawei and ZTE needed to localize their strategies.
Like elsewhere in the world, available evidence suggests that part of Huawei’s and ZTE’s value

proposition is cheaper prices (compared to those of competitors) for high-quality technology.

But that is only part of the story. Huawei has positioned itself as Indonesia’s cybersecurity provider of
choice by offering enormous cybersecurity and other related training programs across the country for
groups ranging from senior government officials to students in rural Indonesia. Much of this training
is technically focused on practical vocational skills with a hope that students one day will become

customers. In addition, the company offers an attractive maintenance and upkeep package.

Since the mid-2000s, Chinese information and communications technology (ICT) firms have
created training centers in partnership with local Indonesian telecoms companies and universities to
train the next generation of Indonesian engineers and tech specialists. Government agencies are also
increasingly targets of training and capacity-building programs, with Huawei claiming that 7,000
government officials have participated in its training programs. The Indonesian government, corpo-
rations, and ordinary citizens alike have welcomed Huawei and ZTE as essential partners in their
efforts to build both the infrastructure and human capital necessary to prosper in the twenty-first

century’s digital economy.
What Huawei and ZTE offer is knowledge transfer, not technology transfer. The technology is still

being built in China by Chinese firms. Huawei’s role in training relates instead to capacity building.

Indonesians will install, maintain, and use the networks. China will build the hardware.
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There is also evidence that China has had some rhetorical success in pushing its version of cyberspace
governance. Beijing’s preferred cyberspace governance language was inserted into a memorandum of
understanding between Indonesia’s National Cyber and Crypto Agency and the Cybersecurity
Administration of China. However, it is difficult to see how the memorandum has influenced Indo-

nesia’s cybersecurity governance in practice.

One of the concerns often leveled by rich liberal democracies is that reliance on Chinese tech will
end up aligning the political interests of countries like Indonesia with those of China. Other key
worries are that China’s pervasive espionage and the enduring (though as yet unrealized) risk that
Chinese companies with a dominant role in an ICT ecosystem could be used by Beijing to apply

coercive political pressure.

Despite Indonesia’s embrace of Huawei and ZTE, political leaders in Jakarta have not simply
disregarded the hard security questions posed by upgrading ICT equipment, especially when
foreign suppliers are involved. Indonesian officials simply rate the need for development and
cybersecurity-related capacity building higher than the risk of using Chinese ICT hardware in

their critical infrastructure systems.

If rich liberal democracies are concerned about this trend, then they need to offer workable alterna-
tives that place Indonesia’s enormous digital development needs at the heart of any value proposition.
It is unlikely that Indonesia will stop using Chinese hardware in its infrastructure, but alternatives
could prevent overreliance.



Introduction

Two seemingly contradictory trends are occurring in Indonesia. On the one hand, trust in China has
rapidly fallen (see figure 1).! Trust in other major powers has also declined, but China remains far less
trusted than the United States or Japan. Sources of distrust range from China’s repression of Muslim
minorities to its increasingly assertive maritime claims over waters that Jakarta views as part of its
exclusive economic zone. There is also public animus toward certain types of Chinese investments and
projects in Indonesia. Chinese cement plants, for example, are accused of undercutting their Indonesian

competitors and employing Chinese workers at the expense of Indonesians in need of jobs.>

Yet, despite this level of distrust, the key Chinese suppliers of telecommunications infrastructure in
Indonesia—the Chinese national telecoms champions Huawei and ZTE—have faced no major
pushback from the government or ordinary Indonesians. Unlike other types of labor-intensive
Chinese projects that have sparked persistent protests in Indonesia for favoring Chinese workers over
local Indonesian ones, Huawei and ZTE have generated minimal negative press.” The network
security or other potential threats from Huawei or other Chinese digital infrastructure suppliers that
have dominated debates elsewhere do not rate highly in the long line of policy concerns in Indonesia.

FIGURE 1
Indonesia's Declining Trust in Global Powers
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SOURCE: Ben Bland, Evan Laksmana, and Natasha Kassam, “Charting Their Own Course: How Indonesians See the World,”
Lowy Institute, April 2022, 13, https://interactives.lowyinstitute.org/features/indonesia-poll-2021.
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Indeed, because the top policy priorities in Indonesia are job creation and economic development,
warnings that Huawei and ZTE pose security threats have not generally resonated. As one senior
Indonesian government official told the authors in an interview: “If were constantly afraid, our
development will stagnate.”* Neither intensifying technology competition between China and the

United States nor cases of China-sponsored cyber espionage are likely to change Indonesia’s position.

Adaptation to local conditions in Indonesia has been a major reason why China’s two largest telecom
hardware exporters, Huawei and ZTE, have become integral to Indonesia’s development strategy. An
attractive price differential between the products they offer and international alternatives is, of
course, one part of their appeal.” All the Indonesian interviewees the authors spoke with (from a
wide range of government departments and agencies and across academia and think tanks) stated
that the price advantage of Huawei and ZTE was a big factor in Indonesia’s decision to deploy
Chinese equipment. But beyond the advantages of a lower price point, Huawei and ZTE have
embarked on a huge and rapidly growing capacity-building effort among Indonesians that has helped
to address Indonesia’s biggest hurdle to a flourishing digital economy: a lack of cybersecurity talent
and technology.®

Both Chinese companies have offered cybersecurity training to Indonesian officials, tech workers,
and students at a level that is unmatched by any other foreign company or government. In 2020,
Huawei claimed that it would train 100,000 Indonesians within five years in cybersecurity skills.”
The authors began this research skeptical of those numbers, but as they dug into the story, they saw a
training regime that is unparalleled by any other foreign technology company operating in the
country. So intense are Indonesia’s demands for knowledge and skills transfers, capacity building, and
workforce training that Huawei and ZTE themselves have fought an uphill battle to plug up the
cybersecurity capability shortages Indonesia faces. But they have adapted to this local imperative by
offering more than their competitors have.

Even if Indonesians fret more about the cybersecurity implications of deep partnerships with Chinese
national champion telecom firms amid warnings from the governments of rich democracies, Huawei
and ZTE have positioned themselves as the solution to Indonesia’s cybersecurity challenges, not the
source of the problem.® And those challenges a7¢ immense. There were 1.4 billion cyber attacks in
Indonesia in 2021, up from 495 million the previous year, according to Indonesia’s National Cyber
and Crypto Agency (BSSN).” One interviewee showed the authors the ease with which the private

personal data of the average Indonesian citizen can be accessed."

Amid this proliferation of cyber threats, Indonesians and their government are most worried not
about China but about cyber crime committed by nonstate actors and threats to domestic social and

political stability, such as misinformation and disinformation.!" The possibility of espionage and the



prospect of a foreign government using information and communications technology (ICT) infra-
structure for leverage are well understood, but they rank far down the list of Indonesia’s cybersecurity
concerns. With Huawei’s and ZTE’s offers to help Indonesian officials better combat nonstate cyber
crime and more effectively manage the digital information domain, many in Jakarta view these firms

as security partners, not prospective antagonists.

This paper first examines Indonesia’s ICT ecosystem and assesses how competing development and
security imperatives have created the right conditions for Chinese ICT companies to prosper. Sec-
ond, it analyzes the history of Huawei and ZTE in Indonesia’s telecommunications sector. Third, it
examines key dimensions of Chinese local strategies: upskilling and capacity building. Finally, the
paper explores Indonesia’s vision of its cybersecurity interests and how Huawei and ZTE have found
ways to fit themselves and their offerings into that decidedly local vision.

Indonesia’s Development Imperative

Although Indonesian policymakers have focused on development for decades, the country continues
to face multiple socioeconomic challenges. Indonesia has not closed the economic gap between itself
and advanced postindustrial economies, a gap that has widened over the last thirty years.

Hlustratively, figure 2 demonstrates the growing chasm in gross domestic product (GDP) per capita
(in current U.S. dollars) between Indonesia, South Korea, and the United States since 1991. A
counterpoint to this argument is that the United States’ GDP per capita was around thirty-nine
times bigger than Indonesia’s in 1990 but was only about sixteen times bigger in 2020.'> However,
from the point of view of many Indonesians, such a statistical metric is unlikely to be comforting.
Another way to represent the same data is to look at the persistent gap in GDP per capita between
the United States and Indonesia—and there, the size of the gap has risen from $23,710 in 1991 to
$59,723 in 2020.

Economists sometimes prefer purchasing power parity (PPP) measurements of GDP to figures in
current U.S. dollars. PPP figures account for the lower costs of living and greater corresponding
purchasing power in less developed countries. For example, a haircut, a doctor’s appointment, and
even some food costs less in Indonesia than the same goods and services would cost in the United
States. However, all key digital hardware in Indonesia is purchased from abroad, so even using PPP
figures does not substantially improve Indonesia’s developmental position in telecoms infrastructure
(although Indonesia has cheaper labor to install the equipment compared with that in advanced
economies). This is just another indicator of Indonesia’s remaining development hurdles: labor is

cheap because of a lack of high-paying jobs. Even when the GDP measurements of the United
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FIGURE 2

GDP Per Capita of Indonesia, South Korea, and the United States
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SOURCE: World Bank, “World Development Indicators,” World Bank, 2020,
https://data.worldbank.org/indicator/NY.GDP.PCAP.CD?locations=US-ID-KR.

FIGURE 3

PPP-Adjusted GDP Per Capita in Indonesia, South Korea, and the United States
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States, South Korea, and Indonesia are adjusted for PPP (see figure 3), it is clear that the gap in GDP
per capita in actual terms (not multiples) between the United States and Indonesia is still
growing rapidly.

The failure to close these development gaps forms the economic basis for Indonesia’s policy decisions
in the telecommunications space and other technology-related sectors. At the same time, Indonesia,
like many developed and emerging economies, has seen the most wage growth and new jobs in
technology-related industries and has had to wrestle with technological disruption in traditional
industries. As a 2021 report from the consultancy Bain and Company argues, “It’s increasingly clear
that technology extends beyond being an industry unto itself; it’s the primary force of disruption in
every industry across the globe. This phenomenon turns up empirically in the fact that the largest
equity gainers across most sectors of the global economy are either technology companies or enter-
prises with a tech-led strategy.”"> Almost all emerging countries, including Indonesia, are now incor-

porating technology industries as an essential component of their development path.

For these reasons, Indonesia’s drive to spur development has taken an increasingly digital and tech-
nology-centric turn. The Indonesian government seeks to create millions of additional jobs in the
knowledge economy and use growth in the digital economy to propel Indonesia into the ranks of the
top ten biggest global economies by 2030." In 2021, the administration of President Joko Widodo
completed its first “Digital Indonesia Roadmap for 2021-2024.” The road map is not publicly
available, but it reportedly emphasizes investing in the nation’s digital and ICT infrastructure,
improving human capital, and developing the cybersecurity capabilities needed to support and
protect a digitally integrated economy and society."” This road map builds on existing initiatives of
the past decade, which highlights Indonesia’s prioritization of the digital economy with a focus on
artificial intelligence, cloud computing, and 5G, as well as the associated applications of these tech-

nologies, including for smart cities, e-government, and e-commerce (see table 1).

TABLE 1
Select Recent Indonesian Government Digital Economy Policies

Policy Year Areas of Focus

National E-Government Road Map'® 2016 Infrastructure and e-government

National E-Commerce Road Map" 2016 E-commerce, manufacturing, the digital economy, and infrastructure
Making Indonesia 4.0 2018 Automation, manufacturing, and R&D spending

National Strategy on Artificial 2020 Healthcare services, bureaucratic reforms, food security, mobility,
Intelligence 2020-2045" and smart cities

Digital Indonesia 2021-2024 2021 Digital infrastructure, digital administration, the digital economy,
Road Map? and digital community

SOURCES: Various government and media sources.
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Despite the rapid growth of Indonesia’s digital economy in the past five years, there are still major
shortcomings blocking the country’s efforts to become a global competitor in this area. First, Indone-
sia still lacks the talent to support its digital ambitions. A 2018 World Bank report found that
Indonesia faced a serious ICT skills shortage and projected that Indonesia’s economy requires 9

million additional ICT workers by 2030 to support the county’s rapidly growing digital economy.*!

Second, although Indonesia’s digital connectivity has improved steadily over the past decade, the
country’s ICT infrastructure remains insufficient to connect its 273.5 million geographically dis-
persed people.”” There is also the problem of unequal internet access, with connectivity infrastructure
being highly concentrated in Java, Indonesia’s most populous island. In November 2020, a senior
official from the Ministry of Communication and Information Technology said that one major
challenge continues to be providing connectivity to approximately 12,500 villages without previous
internet access.”> Many villages across Indonesia must set up their own internet connections without

help from the government or corporations.**

Indonesian officials and telecom operators recognize that the rapid geographic expansion and in-
creased sophistication of its ICT infrastructure are essential inputs for realizing their aspirations for
the digital economy.” Although homegrown ICT companies have taken up the challenge to connect
Indonesia’s hundreds of millions of people, they still require substantial financial resources and
technical assistance from foreign firms. However, the Indonesian government faces mounting fiscal
challenges because of demographic pressures and extensive infrastructure needs. This poses long-term
challenges for Indonesia’s hopes of prioritizing the digital economy given the capital-intensive nature

of ICT infrastructure projects.

ICT infrastructure requires large investments in international and national fiber optic cables, mid-
dle-mile networks, satellite links, shortwave radios, and broadband cables to connect homes and
offices with the internet. Indonesia’s archipelagic geography—comprising approximately 6,000
inhabited islands—makes ICT infrastructure especially capital intensive.? These factors mean Jakarta
is both price-sensitive and broadly welcoming of foreign investment in its ICT infrastructure. More-
over, Indonesia lacks the substantial sovereign capability to build and modernize its ICT infrastruc-
ture, making the country overwhelmingly reliant on foreign technology companies and expertise for

the development of the necessary digital networks.

Indonesian political leaders and policymakers are acutely conscious of the massive developmental
gains their country would forgo if they fail to embrace the challenge of rapidly expanding and

further developing the country’s ICT infrastructure. Indonesia saw an increase of 25 million internet



users between 2018 and the second quarter of 2020, bringing the country closer to a benchmark of
200 million internet users.”” A 2020 report on Southeast Asia by Google, Temasek, and Bain and
Company estimated that the gross merchandise value of Indonesia’s e-commerce sector stood at $21
billion.?® This number had shot up to $32 billion by the end of 2020, with more Indonesians shop-
ping and doing business online because of the coronavirus pandemic.” Meanwhile, Indonesia’s
broader digital economy was worth $44 billion in 2020, and Bain and Company projects that it will
grow to $124 billion by 2025.% The Indonesian government has estimated that Indonesia’s digital
economy will be worth around $146 billion by 2025.%

In a country where the median age is just twenty-nine years, the rapid spread of the internet and
digital technology promise to have transformative effects on Indonesian political, economic, and
social life.”> Indonesians are the world’s fourth-most active users of social media.?® The nation also
has a dynamic tech start-up ecosystem, having produced at least eight unicorns.** Driven by chang-
ing consumer behavior, rapidly growing mobile phone and internet penetration, a booming tech
sector, and lucrative opportunities for tax revenue, the Indonesian government sees value in champi-
oning such a digital transformation. As president, Widodo has made the transformation of Indone-
sia’s digital infrastructure a national mandate.” Sustained growth in the digital economy is central to
the Indonesian government’s broader development plan for the coming decades. It is therefore unsur-
prising that both Chinese technology companies and Chinese capital are being lured into the Indo-
nesian market considering its status as potentially one of the largest digital economies globally.*®

The Role of Huawei and ZTE in Indonesia’s Digital Infrastructure

Huawei and ZTE are original equipment manufacturers (OEMs), firms that produce infrastructure
and hardware for network operators (also called telcos or carriers). Operators sell services to
consumers using infrastructure provided by the OEMs. In Indonesia, the network operators are
Indonesian firms.

Providing infrastructure to telcos is not Huawei’s and ZTE’s only business line in Indonesia. Huawei,
in particular, has a wide range of business activities in Indonesia and globally. These activities can be
separated into three categories (see figure 5). Huawei manufactures and sells personal devices such as
phones to consumers. It also provides hardware and software solutions to enterprises and other large
organizations, such as universities and local governments. Finally, Huawei’s carrier business provides

network equipment for Indonesian carriers.
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TABLE 2
Business Areas of Huawei and ZTE

Business Areas Definition Huawei's and ZTE's Competi-
tors
Consumer business Production of consumer goods like phones, tablets, and Apple, Samsung, Tecno, and
laptops Oppo
Carrier business Building and managing network equipment, such as “towers, Ericsson, Nokia, Alcatel-Lucent,
base stations, cables, and licensing on Long-Term Evolution and Siemens

(LTE) devices"’

Enterprise business Client-tailored private software involving proprietary informa-  Cisco and IBM
tion for corporate instant messaging and other functions®®

SOURCE: Henry Tugendhat, “How Huawei Succeeds in Africa: Training and Knowledge Transfers in Kenya and Nigeria,” China-Africa Re-
search Initiative, Working Paper 34, March 2020, 5, https://staticl.squarespace.com/static/5652847de4b033f56d2bdc29/t/5e73acb2e-
fefbe3e97b7c258/1584639155488/WP+34+-+Tugendhat+-+Huawei+Kenya+Nigeria.pdf.

At a global level (including China), Huawei is the market leader by revenue in the carrier equipment
business, while ZTE is a middling player (see figure 4). However, China, as the two firms” home
market, accounts for about one-quarter of the global carrier equipment market.*” Outside of China,
Huawei’s market share is closer to those of Nokia and Ericsson (see figure 5). ZTE is a relatively
small player outside of China in this market segment. This paper focuses on Huawei’s and ZTE’s
carrier business in Indonesia, with their enterprise business referenced as necessary given that this
business line can involve key government hardware and software too. The firms’ consumer businesses

are not covered.

It is more difficult to ascertain the market share of Chinese firms in Indonesia’s telecom carrier
equipment market. But the best available evidence suggests that Huaweti is the leader. All interview-
ees said that Huawei was the largest supplier.® A private research report purchased from a firm called
6WResearch stated that Huawei had a 31.7 percent market share, with Nokia placing second at 14.6
percent in 2021.* Huawei tends to do much better in emerging economies in general. The authors
emailed Huawei in Indonesia a series of questions, including one about Huawei’s market share.
Huawei did not provide specific details but noted the scale of Indonesia’s shortfalls in ICT infrastruc-

ture and digital skills and further emphasized Huawef’s intent to help Indonesia meet its needs.*

Chinese firms were not always the dominant telecom equipment providers in Indonesia. ZTE set up
shop in Indonesia in 1999, through the establishment of a Jakarta branch.* Meanwhile, Huawei
entered the Indonesian market in 2000 through the establishment of a subsidiary.* Their entrance
into the Indonesian market came at a time of increasingly stiff competition. After decades of strong
state control, Indonesia’s telecom sector underwent extensive reforms in the early 1990s to attract

more foreign capital and expertise to rapidly grow Indonesia’s communications infrastructure. By the


https://static1.squarespace.com/static/5652847de4b033f56d2bdc29/t/5e73acb2efefbe3e97b7c258/1584639155488/WP+34+-+Tugendhat+-+Huawei+Kenya+Nigeria.pdf
https://static1.squarespace.com/static/5652847de4b033f56d2bdc29/t/5e73acb2efefbe3e97b7c258/1584639155488/WP+34+-+Tugendhat+-+Huawei+Kenya+Nigeria.pdf

FIGURE 4
Worldwide Telecom Equipment Revenue by Original Equipment Manufacturers
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FIGURE 5
Worldwide Telecom Equipment Revenue Outside China by Original Equipment Manufacturers
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mid-1990s, Indonesia’s telecom operators had secured joint ventures with, among others, France
Telecom, Telstra Global, NTT Communications, and Singapore Telecom.® The sector became even
more saturated with domestic and international telecom firms following the 1997-1998 Asian
financial crisis, as the sector came under heavy pressure to deregulate as a condition of loans from the
International Monetary Fund. Moreover, deregulation also left Indonesia’s telecom operators with
more autonomy to operate with foreign companies and experiment with more kinds of communica-

tion technologies.*

Despite a drop in consumer purchasing power, the Asian financial crisis was followed by a period of
increasing internet usage and connectivity, as the emergence of a new democratic regime—and the
end of the authoritarian New Order regime of former strongman president Suharto—led to a grow-
ing appetite among Indonesians for internet access. Although there was only an estimated 700,000
active internet users in 1997, over 4 million Indonesians were online by 2001 and 2002.* Seeking to
meet increasing demand, Indonesia’s major telecommunications operators launched large-scale plans
to extend the reach of the country’s networks. Huawei, and later ZTE, joined a cohort of foreign
ICT companies competing to win a slice of Indonesia’s dynamic and expanding telecom equipment

business.

In June 2003, Huawei secured its first partnership in Indonesia through a $10 million contract with
PT Excelcomindo Pratama (presently XL) to supply it with the GSM equipment needed to expand
the operator’s network in Sumatra, Kalimantan, and Sulawesi.*® Meanwhile, ZTE secured its first
project in July 2004, when the company was awarded a $47.6 million contract to help Telkom
Indonesia build a CDMA network and digital loop carrier network connecting Jakarta and neighbor-

ing areas.”’

These successes were followed by a continuous flow of major Indonesian contracts for Huawei and
ZTE, sometimes in conjunction with other foreign ICT firms, to develop Indonesia’s mobile net-
work and telecoms infrastructure. From 2009 onward, another Huawei subsidiary, Huawei Marine,
was able to win a series of lucrative contracts to help construct undersea cable systems that improved
internet penetration and connectivity in northwestern Indonesia.”® Meanwhile, ZTE became a major

equipment supplier to Indonesian telecoms in their construction of 3G and 4G/LTE networks.”!

By the early 2010s, Huawei and ZTE were offering more services that went beyond the construction
of telecommunications networks to include services aimed at fulfilling the Indonesian government’s
goals of digitizing the economy and government. Through its Smart City Program, Huawei and
Indonesian telcos provided digital services, public safety infrastructure, and cybersecurity and techni-
cal capacity building to Indonesian municipal governments. ZTE provided these services too. In

August 2015, ZTE signed a memorandum of understanding (MoU) with the municipal government



of the city of Makassar to improve its public safety system, including through the deployment of
technology for emergency workers to communicate and respond to crises.”* Huawei also constructed

a research center in Jakarta focused on software development.”

Huawei’s and ZTE’s successes, including in Indonesia, are often attributed to their ability to leverage
the low costs of their products. Although exact prices are difficult to come by, industry observers and
government officials have repeatedly noted that the relatively cheaper costs of Huawei’s and ZTE’s
products at least partly explain their rapid rise as major ICT providers in Indonesia.* Initially, those
costs savings could have been based on their large pool of Chinese engineers with low wages, which
enabled them to outcompete their rivals.”> However, even now, as Chinese wages have increased
substantially and Huawei’s research and development (R&D) spending has grown enormously, all
the interviewees for this paper stated that Huawei and ZTE were able to offer lower prices than
competitors. This is consistent with a 2019 Wall Street Journal investigation that corroborated the
finding that Huawei has managed to give highly competitive financing options and outprice compet-
itors by around 30 percent.”® This investigation found that Huawei was able to outbid rivals such as
Ericsson and Nokia thanks, in part, to tens of billions of dollars in financial backing from the Chi-

nese government over more than two decades.”

Huawei’s and ZTE’s financial advantages are not just about lower prices. Chinese state-owned
banks—both policy banks and commercial banks—pledged to provide at least $600 million worth of
financial assistance in export buyer’s credits to Indonesian companies in 2005 and 2007, which may
have helped Indonesian telecoms purchase Huawei and ZTE products.®® In August 2010, the Indus-
trial and Commercial Bank of China, China’s largest state-owned bank, signed an export buyer’s
credit agreement with Huawei’s Indonesian clients to finance imports of Huawei products.”” In
November 2017, the China Development Fund (the investment fund of the China Development
Bank, one of Beijing’s two main policy lenders) also provided credit for PT Global Mediacom to
purchase ZTE products.

Huawei and ZTE also offer more product extras, despite their lower costs, offerings that can be
sorted into two categories. The first is direct add-ons for products—better maintenance and technical
support as well as better training for those using the acquired Chinese technology. Gerald F. Rossi,
who served as president director of Excelcom when Huawei was awarded its first Indonesian con-
tract, attributed Huawei’s success to a “commitment to a high standard of service support and local
training.”®" In particular, Huawei and ZTE were able to outmaneuver their competitors by providing

additional technical assistance (including maintenance) services and investing in training.

The second type of extra feature is a broad-based commitment to developing the technology capacity

and human capital of Indonesia. Over time, Huawei and ZTE have become increasingly savvy on
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this front. In May 2006, ZTE opened a telecoms training center in partnership with the Telkom
Institute of Technology (presently Telkom University).®* Huawei has built research and training
centers to help develop the necessary workforce skills for Huawei’s own company needs and Indone-
sias ICT human capital as a whole. In April 2011, Huawei established an ICT training center with
the School of Technology at the prestigious Bandung Institute of Technology, which trains Indone-

sian students and researchers about internet protocols.

Indonesian government agencies have also been recipients of training programs designed by Huawei.
In January 2016, the Agency for the Assessment of Application of Technology (BPPT), a now-de-
funct government agency tasked with researching the implementation of new technology, signed an
agreement with Huawei for the company to help develop BPPT’s capacity to plan the application of
artificial intelligence and cloud computing for government purposes and the digital economy. In
October 2019, Huawei signed an MoU with the BSSN to help develop the agency’s human capital
through advanced lessons on cybersecurity. This agreement was renewed in September 2021 (though
it is unclear whether this meant anything different in practice).®® The next section will detail the

rapidly increasing size of Huawei’s training program in Indonesia.

Huawei’s and ZTE’s strategies are working. As stated above, Huawei and ZTE are major players in
Indonesia’s carrier equipment and enterprise equipment business sectors. Moreover, Huawei and
ZTE have inked deals with major Indonesian telecom operators to construct the country’s 5G
mobile network as these companies have met major headwinds in many developed countries.*
Despite increasingly negative perceptions about China in Indonesia, Huawei and ZTE have not
attracted major protests or widespread negative media attention. In fact, their role has been seen as

largely positive in many parts of Indonesian society.

Training and Capacity Building

China’s role in training and upskilling Indonesians in digital technology has largely been compa-
ny-driven. The companies have responded to demands from parts of the Indonesian government or
Indonesian society, as they recognize the need for a social license to operate. Indonesia has a shortage
of information technology (IT) expertise and tech-savvy entrepreneurs. As an Australian government
report has noted, “Indonesia has only 278 IT workers per 1 million people, compared to Malaysia
(1,834) and India (1,159).”% In addition, I'T companies have expressed a need for more highly

qualified graduates than the Indonesian education system is producing.®

Huawei’s pledges to provide Indonesians with training on ICT technologies are unrivaled and are a
major selling point for the company. These commitments have increased with time, including a

pledge in 2020 to train 100,000 Indonesians.”” Table 3, below, shows examples of formalized



training pledges from Chinese ICT companies up to 2021. Because so many pledges have been
made, it can be hard to decipher which pledge is being fulfilled when training occurs. But Huawei
trains thousands, and likely tens of thousands, of Indonesians every year. Beyond the examples listed
in table 3, Chinese firms also provide smaller, nonformalized training, including on-site job training
or small-scale interactions such as the cybersecurity training that Huawei offered to BSSN officials in
November 2021.

TABLE 3
Examples of Formalized ICT Training Pledges by Huawei and ZTE in Indonesia

Chinese Firm Date Details

Huawei January Huawei launches annual “Seeds for the Future” program for Indonesian ICT students,
20M where they receive ICT training, scholarships, and internships.®® The project continued

online in 2021 due to pandemic-related travel restrictions in China.®®

Huawei April Huawei established Training Centre with the School of Technology at Bandung Institute of
20M Technology.”®

Huawei March Huawei launched SmartGen, an ICT training program for students of seven top Indonesian
2017 universities.”

Huawei January Huawei signed an MoU to help develop the BSSN's human capital.”? The MoU was
2019 renewed in 2021.73

Huawei January Huawei pledged to train 100,000 people in digital technology, such as cloud computing
2020 and 5G.”

Huawei January Huawei opened the Huawei-Association of Southeast Asian Nations (ASEAN) Academy
2021 Engineering Institute, collaborating with some of Indonesia’s leading universities.”” The

dean of the academy estimates that “1,500 to 2,000 ICT ... training and certification
programs can be completed each year.”

ZTE June ZTE established an Engineering and Service Training Center.”® Very few details on
2021 proposed student numbers are available.

SOURCES: Various corporate and media sources.

Chinese ICT firms have not always lived up to their training commitments. For example, ZTE
established a training center at STT Telkom (a telecoms training institution) in 2006.”” ZTE initially
claimed that it would eventually train 10,000 students annually (a commitment not included in the
list above because of its historical nature). Although the center continues to operate, there is no
indication that it has ever operated at the scale envisioned. Similarly, in 2018, Jack Ma, the lead
founder of the Chinese tech company Alibaba Group, stated that he planned to open a training
institute for entrepreneurs in Indonesia (an initiative that is not included in the list above as this
announcement did not include a formal signing or opening of a center).”® The authors could not find
much further information beyond the initial announcement, which could indicate the institute never

became a reality.
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Despite these shortcomings, Huawei and ZTE are expending significant and growing resources to
upskill Indonesians. The training is not simply for the companies’ own staff either. Huawei, for
example, offers training to government employees, university students, and those looking to upskill
or change careers, as well as its own employees. In almost any given month, it is possible to find
reports of Indonesian civil servants attending a Huawei training course. Huawei claims to have held
various “training activities, webinars,” and other capacity-building activities to “nearly 7,000 [Indo-
nesian] government officials” since 2019.7° The quality of these offerings remains unclear. This is just

one government program out of the many that Huawei has pledged.

Beyond government training programs, Huawei provides free or subsidized short-term courses for
software development and hardware upskilling at local universities and training colleges. Onno W.
Purbo, a leading Indonesian I'T specialist and academic, showed the authors an email from Huawei
offering a free five-week international certification in app development to students of the South
Tangerang Institute of Technology (Institut Teknologi Tangerang Selatan). Apple offers its own devel-
opment courses in Indonesia. Some of these courses, such as the one offered at Binus University, are
free.®® These appear to admit far fewer students than Huawei’s offering. Beyond the free programs,
Apple also hosts paid programs.®' Purbo stated that would be a barrier for many of his students.®
Purbo accepted the Huawei offer because it gave his students a free pathway to better job opportuni-
ties. The training course was ongoing as of March 2022. Purbo estimates that over 1,000 students are
participating in the course. The email also asked whether he could introduce Huawei to other univer-
sities in the country.*’ This indicates that Huawei is actively seeking out training opportunities for
Indonesians throughout Indonesia, including in rural parts of the country. None of these initiatives

are recorded in high-level announcements, and they tend to fly under the radar.

A majority of the workers that ZTE and Huawei employ in Indonesia are local hires. A 2021 article
in the Jakarta Post states that local hires make up around 90 percent of Huawei’s more than 2,000
workers in Indonesia.?* Numerous interviewees in government, academia, and the business world
agreed that Huawei employs mostly locals.® None of them voiced concerns about a lack of local
hires. The authors’ search of Indonesian media coverage revealed that Chinese laborers working on
Chinese projects are a common concern, but rarely has Chinese labor involving Huawei and ZTE

been a controversial political issue in the country.

Beyond generic statements about a desire to boost Indonesia’s cybersecurity capabilities, Huawei and
ZTE do not explicitly state why they fund such wide-ranging training opportunities in the country,
to a level well beyond what is necessary for their own projects. Nor do the generic statements explain

why the companies’ training efforts have increased so significantly in recent years.



The authors, based on interviews with Indonesian officials and cybersecurity specialists, posit three
reasons.® First, it is necessary for both firms to earn a social contract to operate in Indonesia. They
are aware of global wariness toward China and Chinese technology firms. Both firms judge that they

need to show that they offer value to communities in host countries.

Second, training locals is a good way to get customers. When the authors asked Purbo why Huawei
provided training to his students, his reply was: “Because they want us to buy their equipment.”®
Locals who receive training may go to work for telecom hardware or software purchasers such as
banks, universities, and government departments, and if and when they do so, they will have preex-
isting knowledge and relationships with Huawei. Henry Tugendhat had similar findings for a re-
search paper on Huawei in Kenya and Nigeria. A Huawei spokesperson was quoted in the paper:
“We train university students in the hope that they might become future customers, much like
Cisco. We currently offer these training programs for free to universities, although the students may
still pay a fee to their university as part of their tuition. We intend for these qualifications to be
equivalent to an employer backed certification that they might do as an elective or as part of their

coursework, for example.”®

Finally, Huawei and ZTE could potentially tell Chinese political leaders that the training they
provide improves other countries’ uptake of Chinese technology, which is a key political goal for
Beijing. Huawei receives enormous sums of subsidized state funding, and it likely needs to demon-

strate that it is delivering political outcomes for leaders in Beijing.

Huawei, and to a far lesser extent ZTE, have done much of the work on training and capacity
building in this sector. More recently, the Chinese government has started to test its own upskilling
and training programs for people living in emerging economies, including Indonesia. Senior leaders
have long talked about global vocational education programs provided by China. For example, in
2011, then premier Wen Jiabao put forth a proposal that China “set up ten vocational education and
training centers to help ASEAN countries develop human resources needed in economic and social
development.”® But, until recently, the Chinese government offered few programs for overseas

vocational training.

Globally, China is in the early stages of establishing vocational colleges called Luban Workshops in
dozens of countries to train students in subjects such as ICT.” These vocational training programs
had their origins in a local government proposal. The first one was formed in Thailand in 2016 by
the municipal government of Tianjin (Lu Ban’s hometown). So far, it has reportedly trained over
1,000 Thai students and more than 8,000 pupils from elsewhere in Southeast Asia, likely including

Indonesia.”!
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Luban Workshops are generally hosted by local institutions in the participating countries, often in
vocational colleges. In May 2021, a newspaper in China reported that eighteen Luban Workshops
had been established around the world.” Members of China’s senior leadership promised in Septem-
ber at least ten would be built in member states of the Shanghai Cooperation Organization, with
some potential overlap with prior plans. The Tianjin Dongli District Vocational Education School
established Indonesia’s first Luban workshop in December 2017.% At this workshop, students have
learned ICT (and other) skills. It is possible that more Luban Workshops will be established in
Indonesia.

The Chinese government also made other earlier attempts to upgrade workers’ skills and transfer
technology to Indonesia. Many of these initiatives were also pioneered at the provincial level. The
results of this outreach have been modest at best. The Guangxi Zhuang Autonomous Region has
tried to position itself as the main center for ASEAN-China technology and training exchanges. The
functionality of this program remains unclear.

China and Indonesia also established a technology transfer center in Guangxi, the fifth such site
between China and an ASEAN country.” These technology transfer centers were established under
the auspices of the broader China-ASEAN Technology Transfer Center.” It appears that these centers
have amounted to little in reality. The website has featured little new information since 2015. The
China-ASEAN Cybersecurity Exchange and Training Centre was established in Nanning, Guangxi,
in 2019.”° This remains at a very early stage of development. And while other countries are investing
in technical vocational education in Indonesia, no other country has come close to matching Hua-
wei’s pledge to train 100,000 students in the ICT sector.”

A Different Vision of Security

Indonesians have serious concerns about China, but these misgivings are not at the top of the long
list of potential challenges for the country. The Lowy Institute’s 2021 Indonesia Poll asked Indone-
sians to rank various threats (see figure 6).”® The possible answers that directly mentioned China were
seen as the least threatening. This is a relative list, and plenty of respondents were concerned about
threats involving China such as a U.S.-China war, a dispute in the South China Sea, and the rise of
China. But they were seen as less of a threat than terrorism, domestic instability, and food shortages,
among many other issues. The issue of foreign workers (which also involves China) was seen as a

bigger threat than U.S.-China conflict and the South China Sea.

These views flow into how Indonesia treats its cybersecurity engagement with China. Indonesia’s

digital development is primarily about jobs and economic growth. The biggest cybersecurity risk



from Indonesia’s perspective is that its online environment is not competitive enough to create

sufficient jobs or that the cybersecurity environment is too insecure for average Indonesians to trust

it. There remains a recognition of China’s malign cyber activities, but the associated risks do not rate

highly compared to a range of other much more pressing security challenges.”

The 2008 Indonesian Defense White Paper first recognized the country’s cybersecurity vulnerabilities

as its susceptibility to cyber crimes grew alongside the size of its internet and mobile phone user

base.'” Another threat identified was cybersecurity and (more generally) technological dependence

on foreign states. The 2008 Defense White Paper argued that cyber and technological dependence

may not only “cause Indonesia to become a market for foreign products” but also could “make it

difficult for Indonesia to manage potential technological threats perpetrated by certain actors to

weaken Indonesia.

FIGURE 6
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dependence on foreign states, Jakarta has long judged that additional international partnerships and
associated foreign investments will be essential for Indonesia’s development in critical, high-priority
fields such as artificial intelligence, cloud computing, and 5G.'** Such overseas inputs will be signifi-
cant assets for Indonesia as it seeks to reap the economic and developmental benefits associated with
the application of these fast-evolving technologies in fields such as the Internet of Things and e-com-
merce.'” As previously mentioned, Indonesia sees Huawei and ZTE as two of its most critical

partners in its digital economy and development endeavors.

However, financial and developmental considerations only partially explain Indonesia’s approach to
the security risks associated with using Chinese ICT companies. The oft-cited security risks attribut-
ed to Chinese ICT infrastructure include perceptions that its use could heighten the dangers of:
intellectual property theft, large-scale data mining and surveillance, the potential withholding of
system maintenance and upkeep as a source of political leverage, and possible access to and control
over critical infrastructure (including public health and energy infrastructure and other essential utili-

).!% But there are few publicly known, tangible instances of such security risks stemming from the

ties
use of Chinese ICT infrastructure specifically (though many examples have arisen of Chinese-led
cyber attacks using other countries’ ICT infrastructure). One of the few widely known public cases is
the example of the exfiltration of data from the African Union headquarters, which was seemingly
facilitated by the organization’s use of Huawei software and hardware.'” Another is a recently re-
vealed episode from 2012 involving Australia in which Chinese intelligence apparently infiltrated the
ranks of Huawei technicians to compromise a software update from Huawei.' Despite few con-
firmed instances of such potential risks, the aforementioned security concerns are nevertheless

regularly raised in relation to Chinese ICT infrastructure.'”

Of course, Chinese state-backed cybersecurity threats, including intellectual property theft and
large-scale data mining and surveillance, are pervasive globally. A large coalition of wealthy liberal
democracies increasingly have been attributing these widespread and persistent cyber threats to the
Chinese state in a coordinated fashion. Notable recent attributions include the July 2021 attribution
of “malicious cyber activity and irresponsible state behavior” to China and its Ministry of State
Security by Australia, Canada, the European Union, Japan, New Zealand, the United Kingdom, and
the United States.'” Indonesia and other developing states have also probably been subjected to
persistent and broad-based Chinese state-backed cyber activities.'” But these episodes have not been
attributed for a range of diplomatic and political reasons. Most recently, a Chinese state-sponsored
cyber group allegedly hacked servers belonging to Indonesian intelligence.'® Despite the real and
present cybersecurity threats posed by Chinese state-backed or -affiliated actors, it remains unclear

whether the use of Chinese ICT equipment makes this threat significantly more acute.'"
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Jakarta also judges that espionage risks would still exist if Indonesia were to rely on ICT infrastruc-
ture built by Japanese, South Korean, and European companies. From the perspective of the United
States and its allies, concerns about state-based cyber-enabled espionage and security threats primari-
ly center on concerns about China and Russia, and to a lesser extent Iran and North Korea.''? How-
ever, Indonesia also has espionage concerns about the United States and its allies and partners.'"?
Revelations in leaks by former U.S. national security contractor Edward Snowden of industrial-scale
U.S. and Australian espionage against Indonesians and their political leaders have understandably led
Jakarta to see Washington and Canberra as prime sources of espionage and associated security
threats.!'* For example, evidence emerged in November 2013 that Australia had hacked the phones of

key members of the Indonesian political elite, including then president Susilo Bambang Yudhoyono.

The apparent complicity of leading U.S. ICT companies, including Google and Microsoft, in mass
U.S. and allied surveillance understandably has engendered cynicism in Indonesia regarding claims
of an elevated espionage and security risk associated with Chinese ICT companies.'”> Meanwhile, in
contrast to speculative claims that China might use intelligence collected via Chinese ICT equip-
ment to undermine Indonesia’s economic or infrastructure security, Australia and the United States
have probably previously sought to use their intelligence collection to economically disadvantage
both Indonesia and neighboring Timor-Leste.!'® Just as Chinese ICT infrastructure might leave
Indonesia vulnerable to state-based cyber-based espionage and security threats, Japanese, South
Korean, and European ICT infrastructure is not a barrier to sustained and severe espionage and
associated security threats from the United States and its allies and partners. Combined with Indone-
sian leaders’ high prioritization of economic development and the cheap acquisition of ICT infra-
structure, Indonesia’s risk assessment of the impact of ICT vendors on cybersecurity threats is shaped
by the perception that all vendors, Chinese or not, entail risks for Indonesia that are hard to mitigate.

Indonesia’s digital domain is giving rise to new and evolving concerns. Low cybersecurity awareness
among citizens has contributed to a lack of use of virus protection software. According to some
sources, Indonesia experienced some 423 million cyber attacks in 2020 alone.'” Meanwhile, the
BSSN’s Honeynet cybersecurity system recorded 246 million cyber attacks and more than 190,000
malware attacks in 2020.""® Indonesia is also regularly cited as being among the world’s biggest
victims of cyber attacks, accounting for nearly four-tenths of “global hacking-related traflic” in
2013.""” These cyber attacks cause significant economic damage. According to the BSSN, there were
290 million cyber attacks in Indonesia in 2019, causing $34.2 billion in losses.'*® A 2013 report by
Indonesia’s Ministry of Communication and Information Technology indicated that the nation had
been the top global target for cyber attacks.'” The expansion of cyberspace has also led to a deluge of
misinformation and disinformation, with conspiracy theories and deepfakes eroding religious toler-

ance and democracy.'*
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Many of the effects of these attacks in Indonesia so far have been economic. In one sense, then,
state-sponsored misinformation or state-sponsored distributed denial of service attacks are less of a
concern than traditional cyber crime is. But the links between government-sponsored cyber attacks
and cyber crime have blurred. The governments of China, Russia, Iran, and North Korea are also
involved in economic espionage (not just political-military espionage) and ransomware attacks for
economic purposes.'” For example, the WannaCry ransomware attack, which is believed to have
been developed by the North Korean government, disrupted essential services in Indonesia and led
to the creation of the BSSN in 2017."2* The Ministry of State Security in China as well as equivalent
organizations in Russia and Iran engage private groups to work for them.'” Their staff also some-
times work for private cyber groups while still being employed in state security.'* This leaves open
the possibility of privileged state information being used for economic cyber crime. There is evidence
that at least one group contracted by the Ministry of State Security has been hiring linguists fluent in

Southeast Asian languages too.'?

Given the pervasiveness of economic cyber crime, even if a fraction of that activity is due to state-
linked actors in China, Indonesia is looking for any partner to help boost the country’s cybersecurity
capabilities. Notably, the Chinese government and Chinese firms have adjusted their ICT infrastruc-
ture and broader technological cooperation offerings to Indonesia to help address these nonstate
threats.'”® Given the training and capacity-building opportunities from Huawei and ZTE detailed
above, Jakarta judges that collaborating with Chinese ICT infrastructure companies will assist its

efforts to tackle the severe primary challenges posed by cyber crime and threats to social cohesion.'®

The Chinese government seeks to promote its version of cyber norms and standards beyond its
borders, including in Southeast Asia. Indonesia, being the largest country in the region, is a major
target. Beijing promotes cyber sovereignty, which is a version of cyberspace in which the government
takes a more interventionist role in the control of information, data storage, and market access.'*
Wealthy liberal democracies have also become more interventionist in terms of internet policy, albeit

at a much lower level than China.

To promote this vision, China has established a slew of cybersecurity dialogues with ASEAN."!' A
handful of Indonesian government bodies have also signed or announced cyber agreements or MoUs
with the Chinese government or Chinese firms. At least one has a clear reference to cyberspace
governance. For example, an MoU between the BSSN and the Cyberspace Administration of China,
signed in January 2021, states that “both sides uphold the principle of state sovereignty for cyber-
space.”'*? The MoU also states that both sides will promote “the information sharing of regulatory
system regarding cyberspace governance which may include exchanges in laws and legislation,

regulations and management policies concerning cyberspace.” This document contains Beijing’s
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preferred language of state sovereignty over the internet and plans to share information about laws. At
this stage, there is no indication that the MoU has any effect on cyberspace governance in Indonesia.
Because the authors do not have access to the text of other MoUs and agreements, additional details
can be hard to glean. Huawei and the BSSN did sign an MoU on cybersecurity capacity building in
2019, which was upgraded to a three-party agreement with the Del Institute of Technology (Institut
Teknologi Del) in October 2021."% The focus is on cybersecurity capacity building, but one could
envisage that it also covers legal and legislative capabilities as with the aforementioned agreement

with the Cyberspace Administration of China.

Indonesian governance of cyberspace falls somewhere in the middle of the spectrum between the
practices of China and those of the United States. Indonesia has a series of loosely worded laws that
allow people to be charged with a host of crimes including defamation, “religious blasphemy, com-
mitting treason, or inciting public disorder.”'** These laws impact online content. For example,
individuals have been jailed for posting online in favor of the independence of West Papua, a part of
eastern Indonesia that is home to a long-standing independence movement. In the past, the internet

and social media platforms have at times been shut down or slowed down, in response to unrest in
West Papua.'?

There are also pieces of new cyber-related legislation under discussion or that have already become
policy in Indonesia that further reduce freedoms for internet users. One such proposal called
Ministerial Regulation 5, which was issued by the minister for communication and informatics and
became policy in 2020, requires any platform that deals with data from users in Indonesia to,
according to one interpretation, “ensure that their platforms do not help spread prohibited
documents and information—characterized as content which ‘violates Indonesian law,” ‘promotes
social anxiety and disrupts public order,” or ‘informs methods or provides access towards prohibited
electronic information and/or documents.””'*® The Ministry of Communication and Informatics has
the authority to require that specific online content be taken down and to impose penalties if such
orders are not followed within twenty-four hours. (The minister and ministry have undergone several
name changes in the last few years and so are not always referred to by the titles this paper has used.)
Ordinary people can also submit content that they believe violates these laws for ministry officials to

consider.

The logic behind the law is to force content companies to be responsible for the information dissemi-
nated on their platforms. Yet, given the Indonesian laws, platform owners may end up self-censoring
on content discussing, for example, West Papuan independence, which could be interpreted as
contravening Indonesian law. But despite similarities between elements of Indonesia’s and China’s

approaches to the governance of cyberspace, the authors have not found evidence suggesting that
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these parallels are a result of Beijing’s influence. Rather, Jakarta’s approach appears to be driven by the
Indonesian government’s domestic political and social priorities. Although Indonesia will happily
align aspects of its cyberspace governance language with that of China in joint MoUs, this reflects an

overlap of preexisting views rather than the product of Beijing’s efforts to spread its preferred language.

Lessons Learned

Indonesia will not be persuaded to reduce its dependence on Chinese ICT companies in absolute
terms, much less end it entirely. This is likely true for other countries in similar developmental
situations (with the exception of a handful of cases like India and Vietnam).'” Commonly recited
concerns about the security risks associated with Huawei or ZTE technology will not change Jakarta’s
risk calculus. Indonesia will first and foremost make ICT equipment acquisition and investment
decisions based on development considerations. Governments seeking to reduce or moderate the role
of Chinese ICT companies in the colossal Indonesian market should therefore make tangible offers
of training and capacity building rather than talking up security threats or proselytizing about

cybersecurity norms.

A more pragmatic approach to engaging with Indonesia on cybersecurity and ICT infrastructure
issues would benefit all. It would provide Indonesia with additional options for its gargantuan
mission of building its ICT infrastructure and digital skills base, both of which are necessary for the
country to realize its digital aspirations and broader developmental ambitions. Such efforts would
also provide the United States and its allies and partners with additional avenues to build goodwill in
Indonesia, while also ensuring that Chinese ICT companies face a healthy degree of competition in

the Indonesian market.

A low price point for ICT network equipment will always be imperative, and Indonesia will seek
other added benefits from would-be providers, such as training and capacity building. Governments
seeking to slow the global spread of Chinese ICT companies in one of the world’s largest and most
dynamic digital economies should therefore study the examples of Huawei and ZTE. The U.S.
government should consider how it could collaborate with U.S. educational institutions and ICT
companies (or those of its allies and partners) to provide Indonesia with an appealing value proposi-

tion, including competitively priced ICT infrastructure and relevant training and capacity building.

Although Chinese ICT companies are helping Indonesia make progress toward its goals for a digital
economy and greater economic development, the offerings from Huawei and ZTE do not exhaust
Indonesia’s massive ICT infrastructure needs and digital skills shortfalls. To supplement the offerings
from the largest Chinese ICT companies, Indonesia would welcome additional offers of training and

ICT infrastructure from the United States and its allies and partners.
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